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Combined with eEye’s Retina CS Management Console,
Regulatory Reporting Packs provide automated compliance
management for corporate policies, government regulations,

and industry standards.

According to recent research, more than 85% of IT security pros are impacted

by regulatory compliance*. Many organizations are resource-strained by the
need to prove ongoing compliance to critical regulations such as PCl, HIPAA,
and Sarbanes-Oxley. Aligning internal security processes with regulations and
providing reports to management and auditors are notoriously time-consuming
and costly exercises; compliance initiatives are reported to take up to 50% of a
security team’s work week*.

EASILY COMPLY WITH EEYE

In combination with the Retina CS Management Console, our Regulatory Reporting
Packs greatly simplifies how you navigate through the increasingly complex regulatory
landscape. The solution automates compliance management for corporate policies,
government regulations, and industry standards, and offers a full list of reports that map
vulnerability and configuration audits to specific mandates including PCl, HIPAA, SOX,
GLBA, NIST, FERC/NERC, HITRUST, MASS 201, ISO, COBIT, and ITIL.

CENTRALIZED COMPLIANCE CONTROLS

As regulations continue to evolve and audits become even more comprehensive,
you need a centralized way to manage compliance without losing sight of
broader IT security protections. eEye solutions reduce the effort and investment
of compliance by providing automated controls and monitoring processes for
risk assessment, compliance reporting, and vulnerability assessment.

VALUABLE MAPPING

Each report contains valuable mappings of the control objectives and specific
computer controls as outlined within each mandate to our scan data, eliminating
the costly manual processes of extracting raw data into security and compliance
reports. Each configuration and patch vulnerability and audit is mapped directly
to the appropriate control objectives outlined by the regulation.

*eEye 2011 Vulnerability Management Trends Report

REDUCE COMPLIANCE COSTS
by automating the management
of compliance controls and
procedures

CENTRALLY MONITOR AND
REPORT on the state of enterprise
compliance

GAIN ACTIONABLE INTELLIGENCE
via an integrated data warehouse
that provides executive
dashboards, trending and drilldown
reports

DETAILED MAPPING of
configuration, patch and zero-
day vulnerabilities to the control
objectives outlined in each
regulatory mandate

KEEP UP-TO-DATE WITH
REGULATORY CHANGES utilizing
eEye reports which are updated on
a frequent basis to include changes
to regulatory controls and newly
discovered vulnerabilities
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CENTRALIZED REPORTING

Centrally monitor, alert and report on compliance standing on an ongoing
basis and provide a comprehensive view of the all managed systems on
the network and build the foundation for an effective program to identify,
assess and manage IT risks associated with control objectives designed to

maximize compliance with the regulation.

CUSTOMIZED BY VERTICAL

>> Base Pack: ITIL, ISO, COBIT (included with any other pack)
>> Financial Pack: GLBA, SOX

>> Government Pack: FISMA/NIST, FERC/NERC, MASS 201
>> Retail Pack: PCl, SOX

>> Healthcare Pack: HIPAA, SOX, HITRUST

HIPAA Compliance By Month (Top 15)

January February  March2011  April 2011 May 2011 June 2011 July2011  August 2011

2011 2011

Date

[ B 164 312 Technical safeguards W 164 308: Administrative safeguards

HIPAA Compliance Report Example

PCI Severity by Month

I High
B Medium
Il Low

0

August 2011

July 2011

May 2011 June 2011

PCl Severity Report Example

ADDITIONAL INFORMATION

RETINA CS 2.0.X + AND RETINA INSIGHT 2.0.1T +

WINDOWS SERVER 2003 SP2 OR HIGHER (32-BIT), SERVER 2008 (32-
BIT AND 64-BIT), OR SERVER 2008 R2 (64-BIT)

MICROSOFT SQL SERVER 2005 SP3 OR 2008 SP2 (STANDARD OR
ENTERPRISE EDITIONS ONLY)

MICROSOFT SQL SERVER REPORTING SERVICES, ANALYSIS SERVICES,
AND INTEGRATION SERVICES

INTEL DUAL CORE 2.0GHZ (OR COMPATIBLE, MINIMUM)
4GB MINIMUM / 8GB RECOMMENDED (REQUIRES X64 OS)
500MB SOFTWARE INSTALL / 40GB DATABASE MINIMUM
NETWORK INTERFACE CARD (NIC) WITH TCP/IP ENABLED

MICROSOFT .NET FRAMEWORK 3.5 (INCLUDED WITH INSTALLER)
MICROSOFT IIS 6.0 OR HIGHER ASP.NET

ADOBE FLASH PLAYER 10.0 OR HIGHER
ORACLE SUN JAVA VERSION 6 UPDATE 21 OR HIGHER

MICROSOFT SILVERLIGHT 4.0 OR HIGHER

About eEye Digital Security

Since 1998, eEye Digital Security has made vulnerability
management simpler, less expensive, and more effective
by providing the only unified vulnerability and compliance
management solution that integrates assessment,
mitigation, and protection into a complete offering.
Consistently the first to uncover critical vulnerabilities and
prevent their exploit, eEye leverages its world-renowned
research and development to strategically secure customer
assets. Thousands of mid-to-large size organizations,
including some of the most complex IT environments in
the world, rely on eEye solutions to protect against the
latest known, unknown, and zero-day vulnerabilities.

See more at www.eeye.com
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