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MEET THE RETINA PROTECTION AGENT (RPA)

A lightweight agent that augments Retina’s remote vulnerability assessment 

with local vulnerability assessment capabilities. This simple tool eases the 

burden of meeting even the most stringent regulatory compliance, reduces 

security risks, and improves overall security across your environment.

AN ADDED LAYER OF PROTECTION

Zero-day vulnerabilities aren’t slowing down and hackers have gotten smarter 

about how to enter your network via the desktop. With Retina Protection 

Agents, you get an additional layer of protection with continuous zero-day 

vulnerability monitoring and intrusion prevention.

RETINA PROTECTION AGENTS (RPA):

   -  Strengthen security posture and ease the burden of regulatory 

compliance with local vulnerability assessment where local credentials 

and more frequent scans are required.

   -  Reduce risk with intrusion prevention and zero-day protection where a 

vendor has not yet created patches to protect against vulnerabilities in their 

operating system or application.

   -  End data theft and leakage by regulating USB and firewire access, 

preventing transfer of sensitive or confidential data to personal storage 

devices.

   -  Improve system protection by setting policy over which applications 

are allowed to function and preventing modification of specific registry 

settings.

   -  Get full visibility into both remote and local vulnerabilities through the 

Retina CS Management Console.

Retina Protection Agents
LOCAL VU LNER ABILIT Y ASSESSMENT FOR COM PLETE SECU RIT Y & VIS IB IL IT Y

Complete Security = Remote + Local Assessment
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You have a complex IT environment. A one-size-fits-all approach to security 

won’t keep everything completely safe. Remote vulnerability assessment will 

protect most systems, but what about those blocked by firewalls or segregated 

from the network? What about mobile and offline devices? These are potential 

gaps that could be exploited. For truly complete security, you need remote 

vulnerability assessment as well as local assessment. And, you need full visibility 

into the combined results of all scans to sustain a solid security posture.




